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Decision/action requested

Introduction a new key issue on privacy preservation for transmitted data between multiple NWDAF instances
2
References
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3GPP 23.700-91
3
Rationale

In the case of Multiple NWDAF Instances, during the transfer of data/metadata/analytics output, it needs to be ensured that the privacy of the user is preserved. 

Even if the user has given the consent for data collection, it needs to be ensured that any information which can hamper the privacy of the user, such as positioning information, user profile information, etc, should not be shared or transferred, without the knowledge of the user. 
4
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TR 33.866.

********** START OF CHANGES

A.X
Key Issue #X: Privacy preservation for transmitted data between multiple NWDAF instances
A.X.1
Key issue details 

In the case of Multiple NWDAF Instances, during the transfer of data/metadata/analytics output, it needs to be ensured that the privacy of the user is preserved. 

Even if the user has given the consent for data collection, it needs to be ensured that any information which can hamper the privacy of the user, such as positioning information, user profile information, etc, should not be shared or transferred, without the knowledge of the user. 
A.X.2
Security threats

Information that can reveal the identity of the user can compromise privacy when transmitted unprotected or without the knowledge of the user.

If PII related data is transferred without the knowledge of the user, it provides a threat against user privacy and possibly against regulations on data protection.
A.X.3
Potential security requirements

TBD
********** END OF CHANGES

